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1. Installation

1.1 Installation

This section describes how to install the Command and Control PC (C2PC) Logistics
Injector on a C2PC Client workstation. This guide assumes that you have a working
C2PC client installation of version 5.8.X, version 5.9.X or version 6.0.X on the machine
you are installing the C2PC Logistics Injector. The CLC2S Logistics Injector for C2PC is
compatible with Windows 2000 Professional and Server editions as well as Windows
XP.

If you do not have a pre-existing C2PC installation, install the C2PC client from the

appropriate media and verify that your C2PC client installation works before proceeding
further. Setup for secure access is covered at the end of the document.

Start the Injector installer by double clicking on the “Setup.exe” file in the C2PC folder of
the CLC2S installation media.

x|

Ywelcome to the Logistics |njector Setup program.
T hiz program will inztall Logigtics [njector on wour
- computer.

It iz ztrangly recommended that pou exit all Windows programs
before munning thiz Setup program.

Click Cancel to quit Setup and then cloze any programs you
have running. Click Mext to continue with the Setup program.

WARMIMG: This program iz protected by copyright law and
international treaties.

Unauthaorized reproduction or diztibution of thiz program, or any
portion of it, may result in severe civil and ciminal penalties, and
il be progecuted to the mawimum extent poszible under law.

| MHest > I Cancel

Click the “Next >" button.
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Choose Destination Location El

Setup will install Logistics [njector in the following folder.
Toingtall to thiz folder, click Mext.

To inztall to a different folder, click Browse and zelect another
folder.

Y'ou can chiooge not to inztall Logistics Injector by clicking Cancel
ko exit Setup.

" Destination Faolder

C:h. ASapientsLogistics [njectar Browsze... |
< Back I Mext = I Cancel |

Choose the installation location and click the “Next > button.

Select Program Folder 5[

Setup will add program iconz ta the Program Faolder listed belaw.
'ou may type a new folder name, or select one from the exizting
Falders list. Chck Mest o continue.

Program Folders:

E mizting Folders:

1=

ActiveState ActivePerl 5.6
Administrative Toolz
Adobe

A0OL Inztant Meszenger
ArcSoft Camera Suite
C2PC

Canan Utilities

GNU d|
< Back I MHext > I Cancel |

Click the “Next >" button.
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Enter Information x|

Fleaze enter the CLC2S system name:

¢ Back I Mext = I Cancel

Click the “Next >" button after entering the name of the CLC2S Web Server name that is
on the network.

Enter Information x|

Fleaze enter Port to access the CLCZ2S system [IF a walue other
thar 80 iz entered HTTPS Protocal iz used o access CLC2S]:

¢ Back MHext = Cancel

Click the “Next >" button after entering the Port used to access the CLC2S system. This
is typically 80. If a secure connection is needed to the CLC2S Server then enter the
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HTTPS Port Number 443 (Note: A security certificate should be installed on the CLC2S
Server)

Enter Information x|

Fleaze enter a Drive Mame on pour machine where the Logistic
Platz Databaze will be saved :

IE:'&F'n:ngram FilezhS apient\Logistics |njectar

< Back MHext > Cancel

Click the “Next >" button after entering the Path for the Database to store the Missions
created in the Logistics Injector

Setup Complete

Setup haz finizhed installing Logistics [njectar on your cormputer.

Setup can launch the Read Me file and Logistics |njectar.
Choose the options wou want below,

Click Finizh to complete Setup.

¢ Back I Finizh I

Click on “Finish”. Your Installation of C2PC Logistics Injector is now complete.
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1.2 1IS Settings Changes
The HTTP Header settings for the following two ASP Pages needs to be changed in IIS

\SUL\SUL\LogisticsInjector\LoglInjindividualUnitStatus.asp
\SUL\SUL\LogisticsInjector\LoglnjObsUnitStatus.asp

Cache-Control: no-cache
Content: Expire Immediately

LogInjIndividualUnitStatus.asp Properties d A

File I File Secuity  HTTF Headers | Cuztomn Errors

—¥ Enable Content E=piration
Content should:

" Eupire Immediately
" Ewpire after |'| IDa_I,I[s] =]
" Expire o I Thursday . October 09, 2003 j at |'|2:EII:I:EIEI.-’-'-.I'-1 ﬁ

— Custam HT TP Headers
Cache-Control: no-cache Add...
H-Powered-By: ASP.HET

Edi...

Remowve

i

— Content B ating
Hatirjgs help identify to yaur uzers what type of content your zite
provides. Edit Fiatings...

—MIME Map
Ei T o configure additional MIME tppes the ‘Web Service sends to

browsers in the HT TP Header, click File Types.
File Types... |

] I Caricel Apply | Help |
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1.3 Database Settings

Validate that the database (used for Storing Missions/COAs) installed with the C2PC
Logistics Injector is Writable (The Read-only setting should be unchecked). It is an MS
Access MDB file installed at the following location (unless specified otherwise at the time

of install)

C:\Program Files\Sapient\LogisticsInjector\Sullnjector.mdb

Sullnjector.mdb Properties

2|

General I Seu:urit_l,ll Summar_l,ll

ISuIIniectl:ur.ml:Il:u

Type of file:  Microzoft Access Application

Opens with: Microzoft Access forWindows  Change... |
Lacatian: C:%Proaram Filezh5 apientiLogisticglnjector

Size: 434 KB [444 416 bytes]

Size on disk: 436 KB [4456,464 bytes]

Created: Today, September 29, 2003, 5:30:02 P4

b odified: Tuezday, September 23, 2003, 17:76:18 Akd
Aooezsed: Today, September 23, 2003, 17:08:42 P
Bittributes: [~ Readonly [ Hidden Advanced... |

o]

Cancel | Apply |
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Installation Validation

Validation 1: Open C2PC and validate that the Logistics Injector is selected (“Logistics”
should be checked in the Injector Manager)

§ C2PC - WGS 1984: Global Definition - [Map1 - Yector]

E File Map Favorites Dedutter | Tools ‘Window Help

|ag-00-p-p U= i~e@ev w2
| 125445575 7] | @ - »  Tradelat

Routes
J @ ’ COverlays

Loqgistics

GPS Receiver ...
Sites...

Transmit File
Carnmon Message Processor
Quick Poink

Command Profil

Cpriotes

Range

Range Bearing
Set Time

Clock.

Datum Conversion
Bearing Convert

Options...

$# C2PC - WGS 1984: Global Definition - [Map1 - Yec
ﬂ File Map Favorites Declutter  Tools  Window  Help

|a8-00 -2 - 26C0® - oD -4~ @AFQ - 12
“1:125,445,5?5-“4.v.;,ﬁ@,zz|
|5

Injector Manager |

Available Injectars: — Sample Injectar View ————————————
U g |adT | |0 |

[w| TrackPlat
[w|FRoutes
[wOverlaps
[wlLoagistics

<¢ Left | Move Tab Hight>>|

—Wiew A Highlight
* Tabs [~ Highlight Active Tab

" Button Highlight Eolorl l:l

0K I Cancel |
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Validation 2:: Verify that you have CLC2S accessible from your system by opening a
browser and navigating to http://CLC2SServerName/. (CLC2SServerName should be

the name of the Web Server where CLC2S is Installed)

3 CLC2S 2.0 Application Homepage - Microsoft Internet Explorer
File Edit VWiew Favorites Tools Help |

&« 0= D B o | @ @ @ @B B g = . d @

Back. Farward Stop Refresh  Home Search Favorites Media  History Mail Print Edit Discuss  Real.cam

Address IE http://sandmanfCLC2SLandingPage. asp d e

Common Logistics C

em= Command | Office o

RRTS+ ECS LOG P/E ENG P/E
Request Management  Inventory Management Unit Readiness Engineering
Order Managerment Asset Management S5 Mission Planning  Planning & Execution

£25) /AN
C) 2
LOGP/E ENGP/E

= View On-line Documentation

For Technical Support:
ey cle2s info
helpi@elc2s infa
1-877-576-2793

=
5] [T [ [EErecalinanet
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3.Secure Access to CLC2S (Optional)

The C2PC Logistics Injector accesses data from CLC2S via HTTP using the Windows
Winlnet API. The C2PC Logistics Injector can be setup to access CLC2S via HTTPS
(Secure Connection). Setting C2PC Logistics Injector in this configuration is optional.

Itis a 2-Step Process

Step 1: Installing Security Certificate on CLC2S Server

The CLC2S Server should have a Security Certificate Installed. In order to verify this
open a browser and enter https://CLC2SServerName/ . If the following page is displayed
then it implies that a Security Certificate has been installed on the CLC2S Server

7 CLE2S 2.0 Application Homepage - Microsoft Internet Explorer

Eile Edit “iew Favorites Tools Help ‘
= s Q A Q m F 3 B G =, H @
Back Farard Stop Refresh Home Search Faworites  Media  History Mail Print. Edit Discuss  Reeal.com
Address |e;| https: {fwasssulls /CLC2SLandingPage. asp | @
S <]
Common Logistics Command & Control System 2.0
RRTS+ ECS LOG P/E ENG P/E
Request Management  Inventory Management Unit Readiness Engineering
Order Management Asset Management CS5 Mission Planning  Planning & Execution
o [EES] T
e L
ECS LOGP/E w
= View On-ine Documentation
For Technical Support
e clo2s info
help@@clc2s info
1-877-576-2793
|
&) Done [ [ |2 B rocal ntranet
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Note: If a Security Alert is displayed on trying to access CLC2S using HTTPS (as
displayed in the image below) follow instructions in “Step 3" to bypass the Security Alert.

x|

Information you exchange with thiz site cannot be viewed or
:-J.

Security Alert

changed by others. However, there ie a problem with the zite's
zecurity certificate.

& The zecurty certificate was izzued by a company pou have
nat chozen ko bzt Yiew the certificate bo determine whether
oLl want ozt the certifping autharity,

0 The securty certificate date iz valid.

a The zecunty certificate haz a walid name matching the name
af the page you are tying to view.

Do you want to procesd?

Wiew Certifizate |

Step 2: Setup the Port Number for HTTPS Access

The Port Number for HTTPS for CLC2S access should be specified during the
installation of the C2PC Logistics Injector (See Section 1 of this document). If a value
other than 80 is entered then HTTPS Protocol is used to access CLC2S (The default
port for HTTPS access is 443)
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Enter Information x|

Fleaze enter Port to access the CLC2S system [IF a walue other
than 80 iz entered HTTPS Praotocal is uzed to access CLC2S]:

¢ Back | Mext » | Cancel

Step 3: Bypass Security Alert
(Note: Only needed if Security Alert is displayed in Step 1)

Security Alerk x|

M Information pou exchange with this site cannot be viewed ar
changed by otherz. Howewver, there iz a problem with the site's

i ged by o
zecurity certificate.

& The zecurty certificate waz izzued by a company you have
not chozen to trust, Yiew the certificate to determine whether
wou want ko bugt the certifying authority,

o The securty certificate date iz walid.

The securty certificate matches the name of the page pou
are kying to wisw,

Do you want to procesd?

Yes

|

"Wiews Certificate

In order to bypass the "Security Alert" (seen above) when logging into
https://CLC2SServerName click on “View Certificate
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General | Details | Certfication Path |

=
%- Certificate Information

This certificate cannot be verified up to a trusted
certification authority.

Issued to:  wasssuUl0s

Issued by: Sapient’LZ25

valid from 2/4/2003 to 2/4/2004

|Insta|| CertiFicate...I Issuer, Statement |

Select "Install

Ok | Certificate":

Certificate Import Wizard x|

Welcome to the Certificate Import

Wizard

This wizard helps wou copy certificates, cerkificate krust
lisks, and certificate revocation lists From wour disk to a
certificate store,

& certificate, which is issued by a certification autharity, is
a confirmation of wour identity and contains information
used to protect data or to establish secure netwaork
connections. & certificate store is the swskem area where
certificates are keptk,

Ta continue, click Mesxk,

= Back I Mexk = I Cancel |
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Click on "Next > " on the "Certificate Import Wizard" screen

Certificate Import Wizard x|

Certificate Store
Certificate skores are system areas where certificates are kept,

Windows can automatically select a certificate store, ar you can specify a location For
&+ automatically select the certificate store based on the bype of certificate
" Place all certificates in the Following skare

Zerhificate store:

Ermwse. ., |

< Back I Mext = I Zancel

Ensure the selected option is "Automatically select the certificate store based on the
type of certificate" and then click “Next >”

Certificate Import Wizard |

Completing the Certificate Import

Wizard

¥ou have successfully completed the Certificate Import
wizard,

¥ou have specified the follawing settings:

Certificate Stare Selecked  Automatically determined by t
Zonkenk Certificate
l | ©

< Back I Finish I Cancel |
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Click on "Finish" on the last import screen ( Click on "Yes" to store the Root Certificate if

prompted)

Certificate Impork Wiza x|

@ The impart was successFul,

If import was successful then you should be prompted to click "OK" on the dialog that
says "The import was successful."

General | Details | Certification Path |

T
E%- Certificate Information

This certificate cannot be verified up to a trusted
certification authority.

Issued to:  wasssuldé

Issued by: SapientCLCZS

valid from 2/4/2003 to 2/4/2004

Install Certificate, I Issuer Statement |

K |
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Click on "OK" to close the Certificate window

Note: Now, The Security Alert should not be displayed when accessing
https://CLC2SServerName using a browser
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